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B. Sc. Gerhard Klostermeier
IT Security Consultant
OSCP

A Interested in all things concerning IT security —
especially when 1t comes to hardware and
radio protocols

A Studied IT security at the University of Aalen,
Germany

A T Security Consultant since 2014
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Dipl.-Inf. Matthias Deeg

Expert IT Security Consultant
CISSP, CISA, OSCP. OSCE

A Interested in information technology —
especially T security — since his early days

A Studied computer science at the University of
Ulm, Germany

A T Security Consultant since 2007
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Short Introduction to Used Technology
Previous Work of Other Researchers
Overview of Our Research

Attack Surface and Attack Scenarios
Found Security Vulnerabilities

(Live) Demos

Conclusion & Recommendations
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A KeyKeriki v1.0 and v2.0 by Dreamlab Technologies, 2010

A Promiscuity is the nRF24L01+'s Duty, Travis Goodspeed,
2011

A KeySweeper, Samy Kamkar, 2015
A MouseJack, Bastille Networks Internet Security, 2016
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A Started as customer project back in April 2015

A Tested different wireless desktop sets using AES encryption
of different manufacturers

1.

2
3.
4
5

Microsoft Wireless Desktop 2000
Cherry AES B.UNLIMITED

Fujitsu Wireless Keyboard Set LX901
Logitech MK520

Perixx PERIDUO-710W

A Very fragmented research project due to more import
things™
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